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IHCTpyMeHTU IT-ayauty

- HaBiwo noTpibHi iIHCTpyMEeHTU?

- EddekTnBHiCTb
-  MoXHa ayxe WwBnaKo 3pobnTtn aHani3 BeIMKNUX AaHux
- binble TecTiB MOXHa NpoBeCTM 3a MiHIMasnbHUW 4ac

« Pe3ynbTaTUBHICTb
- Jlerwe po3ni3HaBaTu (NOTEHUINHI) PU3NKU

-« BuKopuctoByBaTWU K OAUH 3 IHCTPYMEHTIB ayauTy, nopsaa 3i
3060pOM AaHUX 3 IHTEPB'IO Ta AOKYMEHTIB.
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Moaoenb MmucneHHa ang IT-cucrem

Komn'toTepHe obnagHaHHSA (NpowmBKa, npouecop,

NaM'aTb i XKOPCTKUN OUNCK)



IHCTpyMeHTU IT-ayauty

AHani3 gaHux
IHcTpyMeHTHn: Excel, IDEA, ACL, Splunk i Disco

@ @ DEA gr! splunk

Data Analygia Software
||
Disco

[locTiHe npoBeaeHHS ayauTy | MOHITOPUHTE


http://www.audimation.com/idea.html
http://www.audimation.com/idea.html
https://www.google.nl/url?q=http://www.lsgcareercenter.nl/quickfit/ictconsultancy/excel&sa=U&ei=_tCEU_i0M-WN4gSkmYBo&ved=0CDAQ9QEwAQ&usg=AFQjCNF3eatJTLEwQyHgU5K3uBoXTycMkA
https://www.google.nl/url?q=http://www.lsgcareercenter.nl/quickfit/ictconsultancy/excel&sa=U&ei=_tCEU_i0M-WN4gSkmYBo&ved=0CDAQ9QEwAQ&usg=AFQjCNF3eatJTLEwQyHgU5K3uBoXTycMkA
http://www.acl.com/
http://www.acl.com/
http://www.splunk.com/en_us/products/splunk-enterprise.html
http://www.splunk.com/en_us/products/splunk-enterprise.html
https://fluxicon.com/disco/
https://fluxicon.com/disco/
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IHCTpYMEHTU ANng aHanidy aaHux: BUtaryBaHHS

IHopMaLil Npo npouec

e BuTaryeaHH4A iHPoOpMaLii Npo npouec — ue NpUmuoMm yrnpasiHHS
NpoLecomM, Lo A03BONSE aHani3 6i3Hec-npoueciB Ha OCHOBI

XXYpHany noaiun
(oxepeno: Bikineadis)
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ButaryesaHHs iH®opMauii npo npouec

« BaM noTpibHi aaHi Npo noaii 3 oAHIEl NpUKNaAHOI Nporpamu i3
LLLOHaWMeHLe:

* YHiIKanbHUM igeHTUdikaTopom
« [lo3HaUKOI Yacy
« HasBoto aii

« [1Ba npukniagn iHCTPYMEHTIB BUTANYBaHHS iHpopMaLil npo
npouecwu:

 ProM: 6e3kowWwTOBHE i BiaKpuUTe axepeno.
« Disco: rpadivyHumn i nerknn gnga po3yMiHH4.

« [ligka3ka: noymntanTe Coursera (TexXHONOrYHa KOMMaHis) 3 uboro
NMUTaAHHA: Hayka gaHux B Ail

@ Disco



http://www.promtools.org/doku.php
http://www.promtools.org/doku.php
https://fluxicon.com/disco/
https://fluxicon.com/disco/

BHECOK y BUTANYBaHHSA AaHUX MPO npoLec

YHiKanbHUM
iaeHTndikaTop

file I Operation
3022344 ingediend
3022344 aanvraag in behandeling 6-1-2011 8:38 Medewerker A Team A

3022344 advies

3022344 geaccepteerd
3022344 Verdeeld

3022344 beslist
3022344 beschi

kt

[Mo3Hauka
yacy
Date Naam Team
19-10-2010 11:44 KLANT Klant

24-1-2011 15:17 Medewerker A Team A
8-11-2010 13:35 Medewerker B Team B
B6-12-2010 3:45 Medewerker B Team B
28-1-2011 13:16 Medewerker C Team A
31-1-2011 10:14 Medewerker D Team B

3022344 geen dossier status 25-10-2010 11:02 Medewerker E  Team B
3022345 ingediend

3022345 beschi

kt

19-10-2010 16:15 KLANT Klant
9-11-2010 9:25 Medewerker F Team B

3022345 geen dossier status 25-10-2010 11:02 Medewerker G Team B

3022346 ingedi
3022346 aanvra
3022346 advies
3022346 beslis
3022346 onvall
3022346 geacc
3022346 Ve
3022346 be
3022346 ge

nd

CTa'_I'YC/ 16-2-2011 10-10

Aisa

19-10-2010 18:25 KLANT Klant

in behandeling ' 27-12-2010 14:42 Med|werker D Team C

15-2-2011 13:27 Me etker C Team C
29-11-2010 17:07 Me tker A Team B
21-12-2010 14:24 Me tker A Team B
22-12-2010 18:19

25-10-2010 11:02

amount

25.000.000

15.000.000









[TopsaaoK AeHHUW

. IHCTpyMeHTH ANnAa aHanisy gaHux
. BuTtaryBaHHSA iHdoOpMauii npo npouecu
. AHanisz aBToOMaTM30BaHUX AaHUX 3a agonomororo Splunk

. IHdopMaLis Npo Mepexy Ta CepBEpP B PEXMMi peasibHOro yacy 3
naHennto npunaais Splunk

. AHanis XxypHanis
. IHcTpyMeHTN ansa IT-6e3neku
. LleHTp Ans iHTepHeT-6e3neku
. OuiHNTK AKiCTb LN poBUX cepTUdikaTiB

. MepeBipnUTM KOMN'IOTEPU HA NpeaMeT ChiSibHUX HeENpPaBUIbHNX
KOH@irypauin 6e3neku

. boHycC



LLlo Take Splunk?

« Splunk - ue aMepunkKaHcbKa My/nbTUHALIOHAaIbHA KOpnopaLisa 3
6a3ot0 y CaH-OpaHuuncko (KanidpopHis), ska Bupobnsie nporpaMmHe
3abe3neyeHHs ANg nNowykKy, MOHITOPUHIY | aHanizy aBToMaTU4HO
3reHepoBaHunx Bennkunx daHux 4vepes iHTepdenc y seb-ctuni.

-Ocobnmeum woao Splunk € Ton dakT, WO MOXXHA onpautoBaTH
Mane BCi MOXJIMBI BUAM BBIiAHUX OAaHUX.

[111aTa 3a NiueH3it0 PO3paxOBYETLCS 3a KifIbKICTIO rirabant, 9Ky BU
Xo4yeTe onpauoBaT Ha WOMICSAYHIM OCHOBI, ane ansa HenpodecinHoro
BUKopucTaHHS (<500 6e3KOLITOBHO).

splunk:


http://www.splunk.com/en_us/products/splunk-enterprise.html
http://www.splunk.com/en_us/products/splunk-enterprise.html

AKi @YHKUiIOHaNbHI MoxnuneocTi Splunk?

e be3neka i waxpancrseo
e [IpoCcyHyTe BUSABMNEHHS | pearyBaHHsS Ha 3arposu
e BignoBiagHICTb

e YNpaBniHHA XypHanamu

e THAEKCYBaHH4, NMOLWYK Ta Kopensauia 6yab-aKnx gaHux Ang
NOBHOIO PO3YMiHHSA BawWOl iHPPaACTPYKTypu

e [IporopTaHHsa AOHU3Y | AOrOpU Ta NO FOPU30OHTANI YCiX
AaHuX, Wob WBMAKO 3HANTU NOJIKY B CTO3i CiHa

e [lobynoBa 3BiTiB Ta NaHenen yrnpasiHHS
e CnpoweHHsa IT-onepauin
e CniBBigHOWEHHS NOAIN MO YCiX NpolwapkKax iHPpacTpyKTypwu
ANs BUAMMOCTI piBHA 06CnyroByBaHHS

e Po3B'AA3yBaHHSA NpobseM WBMALLE, CKOPOYEHHS Yacy
NpOCTOtO



MeTa Splunk

ABTOMATM30BaHI AaHi 3 LeHTpY AaHUX
Bia naHux ao BianoBiaen

3B’A30K MiXX aBTOMaTU30BaHMMN AaHNMU
i 6i3Hec-gaHUMKN, aK BXiaHa iHpopMauia ans
3BITiB KEPIBHUUTBY

Transform the data
into answers

D 1 1 /ouou/ 000 EEASPABM//E

TR METARE

splunk>

Gather data from as many sources as necessary

Credit Card
Data

P address

12.1.1.002 | ..

12.1.1.140 | ...

121140 | ...

4

1211002 | ...

Visualize or review the data to gain insight
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besleKa KOMITIoTEepIB

Bbe3neka Mmepexi

IHTepHeT-6e3neka

[Mpuknagn iIHCTPYMEHTIB )
ANS TeCTYBaHHS: A TS Canner

18

e ‘5 UNIX"
L3
Q)Java @

Apache < WORDPRESS

T
cisco JUNEEL

ol

/A 5\

Nmop (8> AppScan

Nessus 1278 Rational.


http://omnitechsupport-scam.com/wp-content/uploads/2013/03/Windows-Vista-command-prompt.jpg
http://omnitechsupport-scam.com/wp-content/uploads/2013/03/Windows-Vista-command-prompt.jpg
http://en.wikipedia.org/wiki/File:Tux.svg
http://en.wikipedia.org/wiki/File:Tux.svg
http://en.wikipedia.org/wiki/File:Cisco_logo.svg
http://en.wikipedia.org/wiki/File:Cisco_logo.svg
http://www.wallstplaybook.com/wp-content/uploads/2014/02/JNPR.jpg
http://www.wallstplaybook.com/wp-content/uploads/2014/02/JNPR.jpg
https://nmap.org/download.html
https://nmap.org/download.html
http://www.tenable.com/products/nessus-vulnerability-scanner
http://www.tenable.com/products/nessus-vulnerability-scanner
http://www-03.ibm.com/software/products/en/appscan
http://www-03.ibm.com/software/products/en/appscan

LleHTp anga IHTepHeT-6e3nekn (LIB)

LlenTp ana IHTepHeT-6e3nekun (UIB) — ue 501c3 HenpmnbyTKOBa
opraHisauis, aKa 30cepenXyeTbCqd Ha NOCUJIeHHI TOTOBHOCTI |
pearyBaHHS Aep>XaBHUX Ta NMPpUBATHMUX YCTAHOB B YACTUHI
Kibepbe3neku

Mporpama LUIb woao tectyBaHHSA 6e3nekun 3abe3neydye 4iTkumu,
OAHO3HAYHUMU Ta Y3roAXXEHUMN HANKPALLMMM NPaKTUKAMUN B LLiN
ranysi, wob AoMOMOrTY opraHizauisiMm OUiHUTM Ta NOKPALLUTU CBOIO
6e3neky. Pecypcu BKIKOYAOTb TeCTyYBaHHS KOH@Irypauii 6esneku,
aBTOMaTM30BaHi iIHCTPYMEHTM OUIHKM KOH@Iirypauil Ta 3MiCTy,
MeTpUKM 6esnekn Ta cepTudikaTtn nporpamMHoro 3abesnedyeHHs
6e3sneku.

Hankpawi npaktnkn ana KoHgirypauii: Windows, Linux, Unix,

BipTyani3auida, Mmepexa i cepsepu N
https://www.cisecurity.org/cis-benchma Yg? Center for
Internet Security


https://www.cisecurity.org/cis-benchmarks/
https://www.cisecurity.org/
https://www.cisecurity.org/
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OUIHUTK AKICTb LMPPOBUX CepTUDIKaTIB

e [laHi, WO nepenarTbCHad, MOXYTb OYTU nepexonseHi Ha WAsaxy Ao

MiCLl,Fl MPN3HAYEHHA TPETbOK CTOPOHOIO.
& )
ﬁé% IHTepHeT

Kopucrysau

1
b

HanagHuk


https://en.opensuse.org/images/0/0b/Icon-user.png
https://en.opensuse.org/images/0/0b/Icon-user.png

OUIHUTK AKICTb LMPPOBUX CepTUDIKaTIB

Pusank: [aHi, wo nepenatoTbCs, MOXYTb 6yTN nepexonsieHi Ha
lWNAXY A0 Micuda NpU3HAYeHHS TPeTbOol CTOPOHOL0.

3axig KOHTPOJ10: BUKOPUCTOBYBATU IHPPACTPYKTYPY BiAKPUTUX
K/OYiB ANs KOAYBaHHS 3B'SI3KY 3 KiHUEBUM KOPUCTYBa4eM.

LindpoBi cepTndikaTtn MOXyTb BUKOPUCTOBYBATUCS AN
iaeHTndikauili ocobun. Hanpuknag, npu nignmcaHHi unpoBuXx

ANOKYMEHTIB.

_('_ @ NG BANK N.V.(NL) | htps:/fwn

L .ing.nl paraculer findex. num

|Veriﬁed by: Symantec Corpaoration

ing.nl
which is run by
NG BANK N.V.

Amsterdam Zuidoost
MNoord-Holland, ML

Verified by: Symantec Corporation

The connection to this website is secure.

uliex

Finamn

More Information...




OUIHUTK AKICTb LMPPOBUX CepTUDIKaTIB

Home Projects Qualys.com Contact
@ Qualys. ssL Labs

Test your server »

H OW WE L L DO ; ' Test your site’s certificate and configuration
I KN W L? Test your browser »
E Test your browser's SSL implementation

If you want to learn more about the SSL Pulse » |
technology that protects the Internet, Gl
you've come to the right place.

Documentation »
Learn how to deploy SSLITLS correctly

SSL Server Test

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please note that the information
you submit here is used only to provide you the service. We don't use the domain names or the test results, and we never will.

Hostname: |

[l Do not show the results on the boards
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[lepeBipuUTK KOMN'tOTEPU Ha NpeaMeT ChifibHUX
HenpaBUIbHUX KOHQIrypauin 6esneku

PU3NKK | 3aX04N KOHTPONKD: CUCTEMA HE CKOpUroBaHa i MiCTUTb
HenpaBW/bHY KOH@Irypauito 6e3sneku.

AHanizaTtop Microsoft ctany 6e3nekun (Microsoft Baseline Security
Analyzer) — ue nporpaMHun iIHCTPYMeHT, po3pobneHunin Microsoft
ANst BUBHAYEHHS CTaHy 6e3neKku LWAsiXOM OUiHKK, UM He BpaKye
OHOBJ/IEHb 3 6e3neKn i YN HEMAE MEeHLU 3aXULLEeHUX HanawTyBaHb
6e3nekn B camoMy Microsoft Windows, uM Takmx KOMMNOHeHTax
Windows gk Internet Explorer, IIS Beb6-cepBep, i B npoayKTax
Microsoft SQL cepsep, i Microsoft Office Makpo-HanawTyBaHHSX.

ObMeXxeHHSs: TiNIbKu ans npoaykTiB Microsoft

https://www.microsoft.com/en-us/download/details.aspx2id=7558



https://www.microsoft.com/en-us/download/details.aspx?id=7558
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BoHyc: lNuTaHHa 6e3nekn nepcoHarbHUX AAaHUX

Mo)xHa

bpay3ep

- [loaaTku

— Ghostery

— Addblock

— Https TinbkK

Maponi (Keepass / lastpass)
2 (hakTopu aBTeHTUdIiKauii
CKaHyBaHHSA BipycCiB

BunpaeneHHa KoMM'toTepa
- BwunpasneHHs koMn'toTepa
- OHoBneHHsa Windows

O6i3HaHicTb!

He MOX>XHa

QiWNMHIroBUN eNneKTPOHHUN NINUCT 3
rinepnocusiaHHaAMM Ha wWKignunee
nporpaMHe 3abe3neyeHHs

[MporpaMHe 3abe3neyeHHa Ans
BMMaraHHs

IHCTpyMeHT BigaaneHoro 4ocryny
HeHaginHi naponi
He3axuuweHi 3'egHaHHsa Yepe3 Wifi

MOCTiMHa 3arpo3a niaBuLLLEHOI
CKJTaAHOCTI


https://www.ghostery.com/
https://adblockplus.org/
https://www.eff.org/Https-Everywhere
http://keepass.info/
http://keepass.info/
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3aK/AKYHI 3anMTaHHS |
BianosiAi

[aKyeMo 3a yBary!




