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BcTtyn

«  XTO € gonosigayi?
«  Orngag nporpamu

«  XTO € y4yacHUKKn?
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[MlpeacTtaBneHHS
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CTapLunm BHYTPILLHIN ayanTop;

CTyniHb Marictpa couionoril — noniTuka, opraHisauis Ta couianbHi
TEXHOSOrIl;

binblwe 10 pokiB goceigy y npoBeAeHHi/ynpasniHHi BHYTPILLHIM
(onepauinHnm) aygmTom;

dokycyBaHHSA Ta ynpaBSiiHHI Ta KOHTPOJIi;

MixxHapoaHun gocsig y Kinbkox npoektax €C — TBiHHIHM Ta ABPK;
UneH IHCTUTYTY BHYTpIWHIX ayauTtopis (I1A);

KepiBHUWK i3 BHYTPILLHLOrO ayauTy;

Ekcnept acouiauii MEMIMAI (PemPal).
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Economie en Bedrijfsvoering
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[lpeacTaBneHHS

ficnep BeHeMaH




[TlpeacrtaBneHHda Acnepa BeHeMaHa

» Ctapwwun IT-ayautop B LleHTpanbHin Ypaaosin cnyxb6i ayanty
»MaricTtp 3 bidHecy Ta IT

=Marictp 3 iHaHCOBOro ynpas/iHH4

*BMKOHaBYMM MaricTp 3 PiHAHCOBOIro ynpasiiHHA
=3apeecTtpoBaHumn IT-ayauTtop

=[ToHaq 8 pokKiB AocBiay 3 npoBeAeHHs/ynpaBniHHA IT-ayanTie B
roJIJTaHACbKOMY LUeHTpaJibHOMY Ypaai

=30Cepen)XyBaBCs Ha TEXHIYHNX ayauTax, 6e3neui Mmepexi Ta

iHpopMaUuinHin 6e3neu;i
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[Tpo LUeHTpanbHy Ypaaoosy Crnyx0y Ayauty

12

Y1BOpeHa 1 TpaBHa 2012

Ob6'egHaHHA/3NNTTA AgenapTaMeHTIB
ayaouTy MiHICTEepCTB.

Harnsag, koopanHauis ta
MOHITOPUHT 3i CTOPOHMU
MiHicTepcTBa biHaHCiB, He3anexHe
PO3MiLLIEHHA Ta poboTa and BCixX
MiHICTEPCTB.

Brimsbko 600 npauiBHukiB (100
IT- ayouTopiB)




He 3abyBanTe

vCnyxaTtun / 3anutysatun /
OUCKYTYyBaTW

v'HaB4yaTucs
v ) KaptyBaTtu



TemMun Ha cbOorogHi Ta ManbyTHE
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Beryn oo IT ta IT ayguty;

Kpoku, wo 3gincHiowTeea y IT ayauTi;
IT-ynpaBniHHS,

Mexi ayauty, iHcTpymeHTH IT ayaouty;
IT- 3axoQm KOHTPONO;

[TpakTW4Hi Npuknaau;

KopoTki Bnpasu.



HaB4yanbHi Lini

» @ynakmig / Opranizaris
» 1llo Bu Bxe 3naere (mocBin)?
» Yoro xouere HABUYUTUCS?

» Illo cupoOyBaTu Ha IPAKTHII?

Aearning
Goa ls

» Illo ouikyere Big Hac?
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CepepoBsuiwie/cBit IT
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IT ynpaeniHHgA

[1lpoekTn Ta nporpamu

[Mpouecu Ta iIHpopMaLiNHI CUCTEMM
YnpaeniHHa I T-nocnyramu

IHQppacTpyKTypa
IHdbopmauinHa 6e3neka



CBiTIT

T 47,336.20

NI, 1950000,

Code

A
o Mobile

Cloud Computing

g

Database PC

Cloud Computing

everything and the kitchen sink Kifthen

MoxkeTe Ha3BaTu gedaki HoBI HaNpAMKN y | T?
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HewoaaBHI 3MiHU B YKpalHi — 2017

TECH = CYBERSECURITY

New Cyber Attacks Are Hitting Airports and Metro

L] L]
Systems in Ukraine
THE CABLE
I : 0000
UKraine Hit by Massive Cyberattack
It’S _melear ‘Vho or \Vhat i.S behind it. EE a Sign in News Sport | Weather Shop  Earth = Travel
BY EMILY TAMKIN | JUNE 27, 2017, 10:55 AM N EWS
Home Video World UK Business Tech Science Stories Entertainment & Arts
TECHNOLOGY

Technology

. . . Ukrainian postal service hit by 48-hour
Cyberattack Hits Ukraine Then Spreads Internationally .. itack

@ 10 August 2017 f v © [ < shae
By NICOLE PERLROTH, MARK SCOTT and SHEERA FRENKEL JUNE 27, 2017
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WIKIPEDIA 2017 cyberattacks on Ukraine

The Free Encyclopedia o ) )
From Wikipedia, the free encyclopedia



[1porpama

« Bctyn
* XTO € TpeHepH
« [MpeactaBneHHsa HigepnaHacbkoi LleHTpanbHOI cnyxbun ayanTy
« HaBYasnbHi Uini
e CBITITT
e Bia IT po IT ayamty
 BusHayeHH4a IT- ayauTy, acnekTun aKOCTI, piBHI 3aXUCTy
o [lpoBeageHHsa IT ayauTy Bi4 no4yaTKy A0 KiHUA

20



Big IT po IT - ayauty

e «OuiHka dkocTi» IT cnucrtem Ta npouecis, BUXOAAUU i3 MEX
NpoOBEeAEHHA ayauTy.

e MeXxi npoBeaeHHA ayanTy BU3HAYalOTb KPUTEPIl, AKUM NOBUHHI
Bignosigatn IT cucrtemu.



NMNoHaTTA IT ayauty

"IT ayanT — Ue He3anexHa T1a 06'eKTMBHA OLiHKA
HaAIMHOCTI, 6e3nekun (BKItoYaynM KOHMIAEHUINHICTD),
edEeKTUBHOCTI Ta pe3y/IbTaTUBHOCTI aBTOMAaTM30BaHUX
IHPOpPMaALUINHNX CUCTEM, OpraHi3auili aBTOMaTU30BaHUX
JernapTaMeHTiB, @ TAaKOX TEeXHIYHOI Ta opraHi3auinHol
IHPpPACTPYKTYPM aBTOMATU30BAHUX IHPOPMALiNMHNX
npoLeciB..

Llen BnAa AissNIbHOCTI 3aCTOCOBYETLCS SK A0
ornepauinHnX CUCTEM TaK i CUCTEM, WO po3pobnsatTbeca”
(Norea, 1992 crop.99,; Strous, 1998)




NMNoHaTTA IT ayauty

" 3ab6e3reqyeHHs1 404aTKOBUX rapaHTIin LLUJISIXOM
ouiHkn (yrnpaBsiHHS1) ogHoOro abo bisbLue
SIKICHUX acrekTiB 06'ekTiB iHipopmMmaLiMHOro

3abe3rneyeHHs”




ACneKkTn aKOCTI

KoHdiaeHUinHicTb: 3anobiraTtu
HEeaBTOPM30BAHOMY PO3KPUTTIO AaHMX ocobam,
ycTaHoBaM abo npouecawm.

NMpaBaAuBICTb: NOBHOTA | TOYHICTb AAaHUX. HeMaE
HeaBTOPU30BAHUX 3MIH, NOCNIAOBHI AdHI.

AOCTYNHICTb: HaAIMHUW Ta CBOEYACHUN AOCTYN A0
OaHUX.



O6'ektn IT-ayauTty

[Tpouec

Mpoueaypu

Cucrtema

[TpoeKT

OCHOBHi NpoOAYKTU
IT-ynpaBniHHA, NONITUKWU | NNaHU



[Jeaki npuknaau IT ayguTis, WO nNpoBoAKa
LleHTpanbHa ypsaoBa cnyxba ayanTty

d TecTyBaHHSI CUCTEMM OHMANH AyKLiIOHY, WO 6yB 3aCTOCOBaHUM
ypaaoM Ans aykuioHepa Telecom.

O lMopaau B YaCcTUHIi aBTOMaTU3aUil AOKYMEeHTaNbHUX NPOLECIB
MiHiCTepCTB.

d TectyBaHHS 6e3nekun Blackberries, 9Ki BAKOPUCTOBYIOTb CNy>X60BLUi

d TecTtyBaHHS 6e3nekn aBTOMaTU30BaAHUX CUCTEM MoAadi 3asB
rpoMaasiHamMu, y akux 36epiratoTbCs AaHi Mpo NMoBepHeHi NoAaTKu.

AyanTt 6e3nekn XMapumHKOBUX Ta BipTyaslbHUX TEXHOJOTIN.
AyaonT iHpOpMaLiMHUX LEHTPIB

TecTyBaHHS NPOrpaMHUX MOAYNIB Y BENNKNX DiHAHCOBUX
cucTeMax.

U OO



[lpoBepeHHAa IT ayamTy BiA no4vaTKy i A0 KiHUA

1) 3anuT Big (BMLWOro) KepiBHULUTBA
2) NMonepegHsa 3ycTpiy i3 (BULWMM ) KEPIBHULTBOM
3) Onuc ayantopcbKoro niaxoay
4) NpoBeaeHHSA ayauTty
1) 36ip HeobXxigHMX faHUX
5) IHTepnpeTauia Ta ouiHKa 3Haxigaok
6) ONnc 3HaxifoK y ayaAnToOpCbKOMY 3BITi

7) MNMpeactaBrieHHA Ta 06roBoOpeHHs 3HaxXigokK i3 (BULWKM)
KepiBHUUTBOM

8) OuiHka ayauty
1) OuiHka i3 KOMaHA4Oo
2) OuiHka i3 (BMWKMM) KepiBHUUTBOM %
9) ApxiByBaHHA BCiX AaHUX Yy CucTeMi ynpaBniHHA ayaAUTaMiL,
10) BigcrexeHHa pekoMeHAauin Ta nopaau
27
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1. 3anuT/3aBaaHHA Big (BULLOIr0O) KepiBHMUTBA

e Buuie KepiBHMUTBO MOXe MaTh byab-Ki NpUYnHN ONS
HeobxiaHOCTI npoBeaeHHs IT ayanTy, Hanpukiaa:

— BignosigHictb (‘4 noBuHeH Bignosigatn 1SO27001" )

— BianoBigHICTb HOBOMY 3aKOHOAABCTBY

— [losiBa nopyweHb 6e3neku

— 3aMOBHMK X04e 3HaTWn 4un BiH/BOHa Bpa3/inBI

— OTpuMaTu iHpopMauito WwWoao piBHA 6e3neku

— PaxyHkoBa manaTta noctaBujla BUMOry NMpoOBeCTU ayauT
- YKnageHHsa yroam i3 HoeuM IT mapTHepoMm

— [lepeBipnTH, 4 BOHWN rOTOBI A0 NpoAoBXeHHA (nepepBa B
pobOoTi, NoXexa, NMoLKOAXEHI ApanBepa)

— llnaHyeTbCca BCTaHOBJIEHHSA HOBOI IT cucrtemu



2.

[TonepeaHs 3ycTpid i3 (BULWMM) KEPIiBHULITBOM

[lepen 3yCcTpiyvyio:

[1ig wac 3ycTpiui:

36epiTb BCHO IT iHPopMauito Ta iHpopMaLito NpPo opraHisauito, Ky
MOXeTe OTpuMaTK Ta nigrotyeaTu. ~

BusHauTe Moxnueuin Ta npnbnmsHy notpeby vacy.
Bu3aHauTe Kpawmx y4aCcHUKIB KOMaHAaMU

Y

O6roBoOpiTb NPUYNHY NPOBEAEHHS ayAUTY.

HOCArHiTL NONITUYHOI 3roan And NpoBeaeHHa ayauTy.

[JoMmoBTecs, K 36upatu (Bpas3nunei) ayaAUTOPCbKi AOKa3u Ta AaHi.

CrasTe npaBuiibHi 3anmntaHHsa! Lo 6 Bun 3anutanun?



2.

[TonepeaHa 3ycTpid i3 (BULWKMM) KEPIBHNLITBOM

OUIHITB:

Q

Q
Q

Un € y Bac (Bawoi koMaHan) AOCTaTHI 3HaHHSA, Wwob npoBoAUTM ayauT
naHoro o6'ekty?

U MoXxeTe BN BUABUTU BCi BAaXXJIMBI aCNekTn?
U He3anexHi Bu Big 06'ekTy ayauTty?

Y 3aMOBNEHHS HA NPOBeAEeHHS ayauTy HaAinwio BiH HeobxigHOro
piBHA KepiBHMUTBA?

Y po3yMieTe BM 3aNUTAaHHA KepiBHULTBA, YM NOTPIGHO NpoBecTn

nonepenHe aocnigxeHHs wob chopmyntosatTn 6inbll AeTasnbHi
3anMUTaHHA?

[Npodinib pU3KNKIB 3aBAAHHS:

Q CknagHicTb — @
BianosigHa npaBoBa 6a3a 1 [ =
HeobXxiaHi 3HaHHA u

[TonliTMYHa Ta ynpaBaiHCbKa yBara
MOXXMBUN BMNAINMB Ha pe3ynbTaT ayauTy

O 000



3. Onnc ayanTopCcbKoro 3aBAaHHS

e [lUTaHHSA, AKi HEOBXiAHO BKAKYUTU Y ayaANTOPCbKE 3aBAaHHS:
Knto4yoBi 3anutaHHa (BUWOro) KepiBHMUTBA
MeTa ayauty
3anuTaHHAa 4nsa ayauTy
Bua ayaunty
O 3BiT WOA0 HaAAHHS FrapaHTin
O 3BiT WOA0 oaepXXaHUX 3HaXiAoK
0 3BiT i3 pekoMeHaauiaMm
SAKi KpuTepii SKOCTi Ta MeXi 6yayTb 3aCTOCOBaHiI?
paHuuUi o6'ekTa ayauTy
YrneHn koMmaHau
[MTnaHyBaHHS
[Miannc KepiBHUKa ayanty
[Miannc 3aMoOBHUKaA
[lorosip Npo Hepo3rosioWweHHsa iHpopMauii

U000

o000 p0D00



IHcTpyMeHTU IT ayautopa:

CKaHyBaHHS BpPa3sIMBOCTI
CKaHyBaHHSA BUABJIEHHA MepexXi

CkaHyBaHHs BE6-MPUKIALHNX Nporpdees o

CnocTepexeHHH

TexHiYHa AOKyMeHTauiqa
KoHdirypauivHi pannum
XKypHanu peectpauil
IHTepB't0

Ornagu (e.g.: Limesurvey)
ToLo...

§ e —


https://www.limesurvey.org/en/
http://www.goedkope-gereedschappen.nl/media/images/223/367/201008301909250223.png
http://www.goedkope-gereedschappen.nl/media/images/223/367/201008301909250223.png

o
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4. NpoBeaeHHs ayanTty — 36ip aaHnx (II)

IHCTpyMeHTn ayanTtopa

e MHKi IHCTpyMEeHTU, Kpalli NpaKTUKKM Ta cTaHAapTu Bu 3acTtocoByeTe?

Al

Nessus MAP

ANNING

A

splunk

'?hi er
L PP

e Ha Micui un nosa pobounm micuem?
e 3aCTOCOBYETE CBOI IHCTPYMEHTU, UM IHCTPpYMeHTU 06'ekTa ayaunTty

Security
Benchmarks


https://www.titania.com/
https://www.titania.com/
http://www.flukenetworks.com/enterprise-network/network-monitoring/optiview-xg-network-analysis-tablet
http://www.flukenetworks.com/enterprise-network/network-monitoring/optiview-xg-network-analysis-tablet
http://en.wikipedia.org/wiki/Nessus_(software)
http://en.wikipedia.org/wiki/Nessus_(software)
http://en.wikipedia.org/wiki/Nmap
http://en.wikipedia.org/wiki/Nmap
http://en.wikipedia.org/wiki/Splunk
http://en.wikipedia.org/wiki/Splunk
https://benchmarks.cisecurity.org/downloads/multiform/index.cfm
https://benchmarks.cisecurity.org/downloads/multiform/index.cfm

4. NpoBeneHHs ayanty — 36ip aaHunx (III)

[MpakKTUYHI Npuknaau

BuBUeHHA 06'eKTy ayanTy: TEXHIYHE Ta opraHisauinHe.

3annTtanTe Npo BiANOBIAHY NOMITUKY Ha KOXHOMY piBHi (Hanp. IT, IT
6e3nekn).

YB'AXiTb KpUTEpii ayauTy i3 BiANOBIAHMMU MpaLUiBHUKaAMN,
3annaHymnTe iHTepB'to i3 NpauiBHUKaMN.

Mepen iHTepB'to: MonpociTe NpauiBHMKIB Npo HEO6XiAHY YHKLiIOHANbHY,
TEXHIYHY Ta TEeCTOBY AOKYMeHTaLilo.

BMBUYITb NONITUKN Ta AOKYMEHTW.

MpoBeaiTb iHTEPB'IO i3 NpauiBHMKAMN, BUKOPUCTOBYIOUN KpUTEpPIi ayauTy.
MonpocCiTb A0Ka3n, TakKi 9K CUCTEMU BXOAY, PEECTpaUinHi dopmun, e-Mmennu,
NPOTOKOJIN 3YCTpiyen TOLO.

CnocTtepiranTte Ta aHanisymte IT npouecnu.

TectyuTe IT KOHTpONi (cnpuaTnumeicTb cepenoBula) Ta/abo (Bunagkm,
3MiHKN, dOpMKU AOCTYyny).

Aoctyn o IT cucrem (BUpobHMYe cepenoBuLLle), YMTanTe 3anucu,
napaMeTpu Towo



5. IHTepnpeTauia Ta ouiHka 3Haxigok (I)

OuiHka: AKLwo
ayYANTOPCbKi AOKa3n He
3a40BONBHAKTL KpuUTepil,
TO BOHM 3aHOCATLCA Y

- -Cbar;m”.
AYAATOPCbKI DaKTUYHI
A0oKa3un 3HaXigKu
NOPIBHIOKOTLCS NpuBOAATb A0
Hanpuknaa: I3"KPUTEPIAMA peKoMeHOauUIn

- /- t- /-

*Hakas npo 3MiHy nignuncaHi KepiBHl/IKOM



5. IHTepnpeTauia Ta ouiHka 3Haxigok (II)

[ToB'A3ynTe iHpopMmauito, iHOUKaTOpW, A0Ka3n Ta AYMKU Ta HamMaramTecs
BUMNTW Ha BiNiblLE YABIIEHHS. LISTEN TO ALL THE

Hamarantecsa 3HanT NpUHnUHN YOMYy. EVIDENCE BEFORE
PekomeHgauii NOBUHHI BYyT cnpAMOBaHi Ha NPUYNHM YOU FORM AN OPINION
a He Ha 3Haxiaku
Akwo y Bac npobnemu i3 nigrotoBkow Aodpux
pekoMeHaauin, ANBITbCS We pa3 Ha Balli 3HaXigKu. '
BusHauyanTe pu3amkn, Wo Mmoxe BiabyTucs, sKLo. ..
PobiTb Le KOHKPEeTHO AN KoMaHau, nigpo3ainy, opradisadii.

BrieBHiTbCA WO Baw 3BiT Npo iHTepB'to, abo 3anoBHeHa popMa
noaaHi 06'ekTy ayauTy ons KOMeHTapis.

KomeHTapi Big 06'ekTy ayamTy noBMHHI 6yTKU BpaxoBaHi A0
3aKJ/IIOYHOIr0 BUCHOBKY Y 3BIiTi, MOXNMBO LIe BUMaratume 0oaaTkoBol
poboTu Big ayautopa.




6. BinobpaxeHHsa 3HaXiAoK Yy ayaAUTOPCbKOMY 3BITi

J1B@ OCHOBHi BUAW 3BITIB:

1) 3BIT i3 rapaHTiaMu

2) 3BIiT NpO PaKTUYHI
3Haxiakn (+
pekoMmeHaau,ii)




6.1 Npuknaa 3BITY i3 rapaHTIgAMU

1. Pe3omMe
2. Bctyn
1. O6rpyHTYBaHHSA ayauTy
2. CTpyKTypa 3BiTYy
3. Uini ayanTty Ta ayanTopCbKMi Niaxia
1. Uini
2. KpuTtepii (ctTangapTm TOLWO...)
3. AyanTopCbKUn Nigxin
4. NowmnpeHH4 3BITY
4. BUCHOBKM
5. PekomeHpauii (Heob0B'A3K0OBO)
6. lNignucwu
7. JdopaTtku




6.2 lNpuknag 3BiTY i3 @AaKTUYHUMUN 3HAXIAKAMMU

1. Pe3lome
2. Bcryn 3HaxiaKu:
1. MiacTtasa Mpobnema,
2. CTpyKTYypa 3BiT Pusuk, lNpunynHa,
' ey Y [Mopaaa

3. MeTa ayauTty Ta ayanTOpPCbKUA Niaxia
1. Uinb
2. Ayantopcbkuin nigxig (306oB'a3aHHA Wwon0 poboTn)
3. MMowmnpeHHs 3BITYy
4., 3Haxiokwn (Hemae ripaBusibHO YN HerpaBuibHQ.
. Mignucu
6. [loaaTtku

be3 BMCHOBKIB Ta
rapaHTin

Ul



/. NpeancrtaeneHHd Ta 06roBopeHHs 3Haxigok i3
3aMOBHUKOM

e 3HaxiaKn Ta pekoMeHAaauii NOBMHHI ByTU YITKUMU Ta NMOBHUMMN.

e BneBHEeHICTb y TOMY, LLO KeEPIBHUK PO3YMIE 3HAXIAKN Ta
pekoMeHaauil.

e [IpOoxaHHA NpoO peakui KepiBHWUKA Ha Ball 3BIT

e [lepekoHaTn 3aMOBHMKA Y HEOOXIAHOCTI BNAINEHHSA Yacy Ta

6roaXeTy ANs BiACTEXEHHS 3HaXiAoK Ta BNpoOBaAXXeHHS
pekoMeHaauin.

e SAKLO € 3HAXIAKU i3 Ay>XXe BUCOKUM CTYNEHEM PU3UKY, TO AATU
BMKOHAHHS 3HaXiAoOK MOBUHHI 6yTK BianoBiAHMMU.




8. OuiHOBaHHA ayanTy

e BHYTpiWHA OUiIHKA ayANUTOPCbKOK KOMaHAO0H
— [lpouec
— CniBnpaus
— KOHTpPO/b AKOCTI
— KoMyHiKauis
— [lnaHyBaHHA
e OUiHIOBAHHSA i3 3aMOBHUKOM

— MonpocnTh 3aMOBHMKA 3aMNOBHUTU aHKETY LWOAO NMPOBEAEHHS
ayauTy



o

O. ApXiByBaHHS BCiX AaHUX Y CUCTEMI
YnpaB/liHHA ayAuTaMu

e [lna ayauUTOpPCbKOro cnigy
e [lNa AOTPUMAHHSA BHYTPIWHbLOI CUCTEMUN AKOCTI
e [lna BiANOBIAHOCTI CTaHAapTaM wWoa0 36epexeHHS AaHUX



10. BigctexxeHHsA pekoMeHAaUin Ta nopaau

e [lpn HaNMCaHHi ayaANTOPCbKOro 3BiTY MOXHa AoAaTtn rpadik
BiACTEXEeHHA 3HaXiaoK
— (Hanp.: NepekoHaTUCH, WO NporpaMHUN cepBep 3anpauroe
yepe3 6 TUXHIB)
e [liaTpnMyiiTe 3B'30K i3 KEPIBHMLTBOM, SIke€ 3aMOBUIIO ayauT WOA0
BNpoOBaAXeHHSA KepiBHMUTBOM pekoMeHaauin (4ac ta 6rogxer).



National Academy for Finance and
Economics
Ministry of Finance

Ym € 3anmtaHHa?

AdaKyeMo 3a yBary!




