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O6'ektn ayauTy B IT-ynpasniHHi (I)

BisHec-piBeHb 3axou KOHTPOIIO OO
KopucTyBaya

CrtparteriyHum piBeHb

PiBeHb KopucTtyBaya

3axoam KOHTPOMo LLoAo
npuKNagHoi nporpamu

TakTu4HuM piBeHb .
MpuknagHun piBeHb

lMpomixHun piBeHb

CucteMHuM piBeHb

myaLEcag dHagdld

3aranbHi 3axoan IT-
KOHTPOIHO

OnepauiiHui piBeHb e e

®Di3nyHUM piBEHb

YMNPABJIIHHSA IT-CNY>XXBO0KO




O6'ektn ayauty B IT-ynpasniHHi (II)

4. OpraHizauia (BigaineHHd, ynpasniHHSA | KOHTPOSb, 3aBAaHHSA)

3. MNMpouecun (ynpaeBniHHA noctadasbHUKaMKU, TEXHIYHA NigTpUMKa,
TOLLO)

2. MNMpuknagHi nporpamn (SAP, Windows, npoekTHe nporpamMHe
3abe3neyvyeHHs, Towo)

1. IHdppacTpykTypa (6a3n gaHuX, MixkMepexxeBun eKkpaH, ToLLO)

Hanbinbwe pusunkie B IT MatoTb Micue Ha 2 i 1 piBHAX!



O6'ekTn ayanTy — opraHisauis

e AyAuUTW Ha cTpareriyHoMy [ TaKTUYHOMY PIBHAX MIHICTepCTBa,
areHTCTB | NiapsaaHNUX opraHi3auin.

e AyanTn WOA0 yNnpaBiHHSA | KOHTPOO, PU3UKY Ta AOTPUMAHHS
NpaBwul, apxiTeKTypu, ynpasniHHA nopTdonio.

CtpaTeriyHe y3roaXeHHs 6i3Hecy i IT
YnpaBniHHA apXiTeKTypor nignpueEMCTBA
YnpaBniHHA nopTdonio

[>Xepena pilweHb

YnpaBniHHSA | KOHTPOJb

O 000D

6 Kyiv, December 13th 2017



O6'ektn ayaunty: IT npouecu i npouenypu

AyanTtun Ha oriepayinHOMy PiBHI MiHICTepCTBa, areHTCTB Ta
niapaaHnx opradiszauin. IT-genaptaMeHT BiAMNOBIAAE 3@ BUKOHAHHS
HU3kK IT npouecie i npoueanyp.

O MpauiBHMK: “Milh akKayHT 3a6710K0BaHO” YnpaBniHHA iHUMAEHTaMM

O BuaBneHo Mmigo3piny MepexeBy
OiSANbHICTb Y danni BXxoay Ha
MDKMEPEXEBUN eKpaH YnpaBniHHSA 3MiHaMu

Q 3anyuweHo HOBU Beb-cauT.

YnpaeniHHA 6e3neKkoto

YnpaBniHHA BUNYCKOM

: .. ' TYMNOM
O TllpauiBHWKa nepeBenu i3 Biaainy YNpaeniHHs A0CTyno

3aKyniBenb y Big4in npogax BuMmora BUKOHaHHA



O6'ekTN ayaAnTy — 3aCTOCYHKMU

OnepauinHi cuctemn: Windows / Linux / CentOS / & ®
. UNIX
Cuctemn ynpasniHHA 6azaMu gaHunx
Cuctemn ynpasniHHA OOKYMEHTaMu
diHaHcoBi 3acTtocyHkun: SAP / Oracle
3aCTOCYHKM WOA0 3aKyniBenb
3aCTOCYHKM Wwoa0 3apobiHoi niatu
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http://omnitechsupport-scam.com/wp-content/uploads/2013/03/Windows-Vista-command-prompt.jpg
http://omnitechsupport-scam.com/wp-content/uploads/2013/03/Windows-Vista-command-prompt.jpg
http://en.wikipedia.org/wiki/File:Tux.svg
http://en.wikipedia.org/wiki/File:Tux.svg

O6'ekTn ayanTy - iHppaCTpyKTypa
e AyauT Ha piBHI NepuUMeTpy: TaKi TEXHIYHI KOMMNOHEHTU AK:
Mi)KMepeXXeBumn ekpaH, BUPiBHIOBA4Y HaBaHTa>XeHHs, Beb-cepsep,
cepBep 3aCTOCYHKY, cepBep 6a3u gaHux.

device communication

T path

f - aFirewalls i

/ " ewa aFirawalls
I

Cisco ASA 5585-X Il Cisco ASA 5585-X

I
s7 v s8
53
aFouters
Cisco 7613 aSwitchs «Switch
Linksys SR2016 Linksys SR2016

_.-,-----------—_

59

aWeb servers «Email servers #DMNS servers «Database servers wApplication sarvers




3p0o3yMiTH IT. cepenoBuLle Ha pIBHI N
YyCTaHOBM. % S
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e BuU3HaAUUTK BaXNMBI NpUKNagHi
nporpamMu Ta iHPpPaCTpyKTypy
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3B'30K MiX opraHizauinHnumm
niaposainaMmun i npouecamu

3B'130K MiX rnpouecamu i
NPUKIAAHNMKU NMporpamMmamMm (

3B'30K MiXK NMpuUKIagHUMm
nporpaMaMm Ta iHPPACTPYKTYpPOIO
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PaMkun ayaunTty (ctaHpgaptun) B IT-ayauTi
CobIT (3abe3neyye HopMaMu/cTaHg4apTaMu Ha OCHOBI HaWMKpaLWwmx
NPaKTUK HanexHoro IT-ynpaBniHHSA)
ITIL (ynpaBniHHsa IT-cnyx6010)
Prince2 (ynpaBniHHA NMPOEKTOM)
1SO027001/2 (be3neka iHdopMauii)

Hankpalli npakTuKn npoBanaepiB nporpamMHoro 3abesneyeHHs
(CIS; NIST)

Touwo.

3asniexxHo Big o6'ekty (Uini) ayanty
NMPUCTOCOBYIOTbCS CTaHAapTn/rnocuiaHHs!



PaMkun ayauTty (ctaHpgaptun) B IT-ayauTi

NMpuknaam paMoK ayauTty

4. OpraHisauid ITIL, COBIT, Prince2

3. lNpouecwu ITIL, COBIT, ISO27001/2,

2. NpuknagHi PaMKn ANna KOHKpPEeTHUX NpuknagHux
nporpaMm nporpamMm SAP, Apache.

KpuTtepii Big nocTtadasbHUKA

1. IHdpacTpykTtypa OpieHtnpm Big CIS & NIST
KpuTtepii Big noctadasabHUKa.

3asiexxHo Big ob6'ekty (uUini) ayanty
[MTPUCTOCOBYOTbCS CTaHAapTU/pamMKoBi OCHOBMU



COBIT 5 Process Reference Model

Processes for Governance of Enterprise IT n@
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- Service Portfolio
Management

e Financial
Management

e Demand
Management

e ROI

Service
Operation
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Figure 2.6 Use of PRINCE2 components and technigues in the processes




ISO27002: pamkoBi ocHOBU ans 6esneku
IHpopMauil

Nederlandse norm

NEN-EN-ISO/IEC 27002
(en)

Information technology - Security techniques -
Code of practice for information security controls
(ISO/IEC 27002:2013,IDT; ISO/IEC
27002:2013/Cor 1:2014,IDT; ISO/IEC
27002:2013/Cor 2:2015,IDT)

Informatietechnologie - Beveiligingstechnieken -
Praktijkrichtlijn met beheersmaatregelen op het
gebied van informatiebeveiliging (ISO/IEC
27002:2013,IDT; ISO/IEC 27002:2013/Cor
1:2014,IDT; ISO/IEC 27002:2013/Cor
2:2015,IDT)

Vervangt NEN-ISO/IEC 27002:2013:
NEN-ISO/IEC 27002:2013/C1:2014:
NEN-ISO/IEC 27002:2013/C2:2015

ICS 03.100.70; 35.030; 35.040
maart 2017
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Llini IT-3axo4iB KOHTPOO

IT-3ax04Qn KOHTPOJIIO po3pobneHi Ans AOCArHEHHS Uifilen KOHTPOJo, NOB'3aHuX 3
BUMoramMu besrnieku iHgpopmayii. Knwo4dosi uini, 9Ki yacto HasmeaTb C-I-A, MOXHa
Bino6pa3nTn HACTYMHUM YNHOM:

KoHdigeHUiNHICTb: MpaBouBICTb:

3axvae Bpasnmey 3axuiiae npaBauBICTb
iHdbopMmaluito Bifg BupiwaneHux IT-pecypcis,
nepernagy TaKuX SIK:
HeaBTOPN30BaAHNUMM

- anapaTHe 3abe3sneyeHHs
- NporpamMHe 3abe3nedyeHHs
- CXOBULLA AaHUX

KOpUcTyBa4amu.
Mpuknagw:

- ®iHaHcoBI gaHi

- Homepwu kpeantok
- Homep
CoLCTpaxyBaHHS

Mpumitka: LA uine [oCTYnHICTL:

NpAMO Nnos'a3aHa i3 3aGeanedye, 1106

:;'yTP”-”_H'MV' ! ora BupiLLanbHi IT-pecypey
BHILLHIMIA BAMOTaMi (Taki sk, anaparHe |

wono MpusamHocmi C NporpamHe
3abe3neyeHHs, naHi)

Bynu 2OCTYyAHMMI. Y
noTpiGHUIA Yac.










Home News Subjects Organisation

Agency News

Reopening 3-year bond raises € 2.985 billion

9 June 2015
The reopening of the 3-year "DS5L 0.00% 15 April 2018° today raised an

amount of € 2.985 billion.

Dutch State reopens 3-year bond
3 June 2015

On Tuesday 9 June 2015 the Dutch State will reopen the "DSL 0 %% 15 April
2013".

Reopening 5-year bond raises EUR 2.35 billion

26 May 2015

The reopening of the 5-year 'DSL 0.25% 15 January 2020° today raized an
amount of € 2.35 billion.

> More news

Spotlight

Dutch State Treasury Agency
Minisery of Finance

Subjects
Suarantee =cheme Propertize
» Funding policy
Capital markets
> Money markets
» Risk management
» US Dollar Dutch State Bond
> Auction methods
> Primary Dealers

» Dutch Direct Auction

» Multiplatform

» Settlement
» Debt securities Antilles
» Treasury banking

> Payment systems

Results most recent auctions

Dutch State Loan (D5SL)
Auction date: 09-05-2015
Amount issued: £ 2.9385 bn

| [search

Sitemap

Volume of state debt

Position at the end of Mav 2015 in
billion euros

Bonds 330.718
Treasury bills 14.710
Commercial paper 1.719
Private loans 4.505
Other o
Total 351.652

Statistical Information

This link to Statistical Information
gives you more detailed
information on the volume of State
debt and other relevant data.

Contact information

The DSTA is part of the Dutch
Ministry of Finance.

The DSTA is responsible for:

= the management and funding of
the State debt

= organisation of treasury banking
for the public sector

= the payment systems for the
central government
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IT-pn3nku

IT cepepoBuwa, IT-cuctemun i IT-opratHiszauii MOXyTb ByTn ayxe
CKnagHuMm

Ob6epexHo BM3HadauTe obcar IT-ayauTy:
e O6'ekTn ayauty

e Yun byperte BM NpoBOAUTU ayaUT AMN3ANHY, HASIBHOCTI YN onepauinHoi
e(PEeKTUBHOCTI 3ax0A4iB KOHTPOJ0?

Y3roabTe ue 3 KJIEHTOM!



IT-pn3nku

[Micns Bu3HadeHHs obcsary Bam Tpeba BusHauntu Pobouy nporpamy IT-
ayauTy Ha OCHOBI:

Llinen ayonty

O6'ekTiB ayaunTy

Pn3ukis

BignoBigHMX paMKOBUX OCHOB



IT pnsanku

BusHaueHHs obcary Baworo IT-ayanTty

“Po3yMiHHS Bi3Hecy”

BuaHauyeHHSA i ouiHKa YCiX pU3uKiB, NPO 4Ki BU MOXeTe noayMaTu
Knacugikauia pusunkie Ha BUCOKIi, cepenHi i HU3bKi

BM3HaUeHHS, YOro MOXHa AOCATHYTU B YacoBMX Ta B0AXKETHUX
paMKax

Bubip 3axoniB KOHTPOKO, AKi BN o4dikyeTe B IT-opraHiszauii ta IT-
cucTemi Big Mb>KHapoAHUX paMKOBUX OCHOB, Hanp., ISO
27001:2013 1a ISO 27002:2013

[MobyaoBa BawnMX paMKOBUX OCHOB i pobo4oi nporpamMm, yTOYHEHHS
KLWO» | «gK»

O6roBopeHHs 3 KJIIEHTOM
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Moaenb IT-KOHTpPOJIIO

OpraHisauis KopucTyBaua Opranisauia ICT

3arasbHi 3axoamu
IT-KOHTpONIO
(33IC)

Po3noain
060B'4a3KiB

[lepenymMoBa

bBisHec-npouec(n)

KoHTpoOnb BiA : [MpnknagHi
KOPUCTYBa4ya - axoan KOHTpPOo

3a/ieXxxHo Big npouecy

Kwuig, 13 rpygHsa 2017



Ornag IT 3axoaiB KOHTPOMO

Konu ngetbesa npo IT 3axoon KOHTPOM, PakTUYHO MOXHA roBOPUTU MPO OBI
kateropii. KoHmponbHi 3axo0u wodo npuknadHux npoepam (AC), siki
BKIOYEHI Yy “cTaHaapTHI” BidHec npouecu (Hanp. 3akynieni, 4oXo4u TOWO) |
pO3po0bneHi 3 MeTO aBTOMaTU3auii QYHKUIT KOHTPOMNIO, Toadi AK 3a2asibHi
3axodu koumposto (ITGC) 3abe3nevyoTb NIATPUMKY BUMOI KOHTPOSO B
Mexax cTaHgapTHux IT npouecax niaTpuMKy.

AyauTopn TeCTyioTb Au3aMH | onepayinHy e@eKTUBHICTb
3axoA4iB KOHTPOIO



Po3noain o6oB'a3KiB

OpraHisauis kopucTysaya OpraHizauis ICT

Segregation of
Duties
(SoD)

3arasbHi 3axoamu
IT-KOHTpONIO

[lepenymoBa

BisHec npouec(n)
|

[MpuknagHnn
KOHTPO/1b

PYUYHNIN KOHTPOSIK

3a/1eXXHo Big npouecy

w
w

Kwvig, 13 rpyaHsa 2017



Po3noain obos'a3skis (PO)(II)

AKTyanbHWN Nornsa4 Ha npasa AOCTYyNy KOpUCTyBaya BU3HaYaslbHUN
AN BUSIBNEHHSA MOXJTMBUX KOHMNIKTIB PO

Figure 2—Segregation of Duties Controls Testing

Applications User Pmtilng Within Accaess Hi?ht& Associated With
Applications User Profiles (Granular Level)
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Py4yHi 3aX04AMN KOHTPOJIIO

(O3]
(6]

[lepenymoBa

3a/1eXXHo Big npouecy

User organization OpraHizauia ICT

3arasbHi 3axoamu
IT-KOHTpONIO
(33IK)

Po3noain
o6os'a3kis (PO)

BisHec npouec(n)

Py4Hi 3axoaun : [pnknagHi
KOHTPOJItO - axoAn KOHTpOJo




Py4Hi

IT-3anexHi
PY4Hi

ABTOMaTM30BaHiI @T —



ABTOMaTM30BaHi MPOTU PYYHNX 3ax04iB KOHTPOso (MpoaoBX.)

IHCTPYMEHTU KOHTpON |ABTOMaTM30BaHWUM KOMNOHEHT | PYYHUW KOMMOHEHT

« ATopu3auis: [igTBepo)keHHs « OHnanHoBa nepepava * PyyHa cdopma
NpoBeEeHHs TpaHCaKLin Ta NiATBEPOXKEHHSA NPO 3aTBEPIKEHHS, LU0
BIANOBIAHO A0 3aTBEPKEHHS ’ 7
3aFaJ'IbHOI'IpI/Il7IHF|TMX ngpeAGaqae OCO6MCTMM
yrnpasniHCbkux abo NlEaniAe
ocobnmBKuX NOMITUK Ta
npouenyp

* 3BIT Npo Bukno4veHHs: * ABTOMAaTV30BaHI 3aX0AN - Mepernsp Ta
MiarotoBKa 3BiTy 3 METO ;%;Zij;}z;;ﬁf;ﬁ;bcg y CBOEYACHE PilIEHHS
MOHITOPUHIY YOrocChb; .

p y BUKJITHOYEHDb B XOA4lI PRl ELLERORIR] >
pesynbraTu

. . , 0bpobKN gaHmx
BigoOpaxatoTbCs Y PilLEHHI

* KoHTponb iHTepdency: * ABTOMaTM30BaHUN * [Nepernag Ta cBoeyacHe
NoBHa Ta NpaBuiibHa MOHITOPUHI nepeaadi NPUAHATTS PILLEHHS Y
nepegada gaHux Mix OaHux Ta BUMagKy BUKITHOYEHHS

cncremMamm KOpuryBaHHA noMmUJIKn




IT-3anexHi, py4Hi 3axoau KOHTponto (npoa.)

Bugn IT — 3aneXxHux 3axoaiB KOHTPOIHO

 Y3arasibHeHi CUCTEMHI CTaHOAPTHI 3BITH
« 3BiTK 3a 3anuTom/cneuianbHi 3BITH

TeCTyBaHHFI NPUNyLLEHb

* [1ns1 4oro 3BiT BUKOPUCTOBYETLCA?

* AK BUKOPUCTOBYETLCA Y KOHTPONI?

 [loBHOTA, NPaBUIIbHICTb, HE3ANEXHICTb Ta ICHYBaHHS
* [lepernan po3paxyHkis



[TpnKNagHi 3axoan KOHTPOJIHO

User organization OpraHizauia ICT

3arasbHi 3axoamu

SO IT-KOHTpONIO

o6os'a3kis (PO)

[lepenymoBa

BisHec npouec(n)

=
-~ s

Py4Hi 3axoaun : [pnknagHi

»

KOHTPOJIIO

3a/1eXXHo Big npouecy

W
(e}
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KOHTpOsbHI 3axoau Ha piBHI NpUKagHol nporpamm

Mpuknan nepebiry npouecy —

KoHmponbHi 3axo0u Ha pieHi npuknadHoi npo2pamu AMIHICTPYBaHHS ONNaTH paxyHKie —

- L',e CMCTeMHl 3axXo4un KOHTPOJTH B MeXXaX CTaH.D'apTHMX Maﬁc-rep MocTavyanbHUKaA
BidHec-npoueciB, AKi CpAMOBaHi Ha MOCUITEHHS N AIP ERP
) . M P K
KOHKPETHUX NPaKTUYHUX BUMOT. Taki KOHMPOrbHI 3axo0u ormene I ey | Cresie
MO CBOIN CYTi 9K NpaBUio HOCATb NonepeaXyBanbHUN Monac jdsepa
QCTOCYBaHHA
xapaktep. [lpuknagu BKMo4aTb: 'h:gi?g J OHTpO’L,o
. 1 | MNiaTBep
- KoHTponb noriyHoro gocryny npo IKYE |
. nocTay- H(bO MaLI,iO OHoBnEHHHA
- BHeceHHsa gaHux / 3anNOBHEHHS noni., WO anbHuka : Shbbh M Mocraua
nepesipstoTbesa (Hanpuknag, nepesipka gaHux HoMepy ovoanoe ||| o
KPEAUTHOT KapTKK) Hpopmaufie | Actusisa-
- Mpasuna gokyMeHToobiry (Hanp. enekTpoHHWIN obir Ta - i)
. . XBarte
nepenada BMMOT 3aKyniBni) I
- [Mons, wo € 0boB'A3KOBUMU, BUXOAAYM i3 NonepeaHbLo
BU3HAYEeHNX NOKA3HUKIB (Hanp. LiHOBa iHopMaLis)
- [epenbayeHi poboui Kpoku, Lo nonepeaHL0
BU3Ha4aloTb cTaTyc nepexoay (Hanp. Bigkputn >

nepernsHyT > 3aKpuTu)

- ABTOMaTM30BaHi ayauToOpCbKi 3anmucu
- ABTOMaTM30BaHI po3paxyHKu



TecTyBaHHS 3axoaiB KOHTPOJSIO Ha PIBHI NPUKNagHoI nporpamm

OcobnumBy yBary 3BepTaemMo Ha HaCTYMHI KOMMNOHEHTU 3axX04iB KOHTPOJSIO Ha

PIBHI NPUKIagHOI Nnporpamu:

. [TapameTpun KOHQirypadil Ta aBToMaTM30BaHi 3axo4M KOHTPOJSIHO
KOPWUCTYBauiB;

- Hanp., 3as8KuU Ha 3aKynigsii cxeasiroeasiucsi OHalH Ha OCHOB8I M0200XXeHUX
KeplieHUUMBoM 1iMimig Orisi No200KeHHS;

- Harp., paxyHku ornadyrombCs mifibku y eunadKy mpukpamHoz20 3biay i3
3amoesrieHHAM Ha Kyniesnto, [lidmeepOxXeHHSIM ompuMaHHS
moeapy/[logidui rnpo rnocmadaHHs;

. 3axoan KOHTPOMIO 040 OCHOBHUX AaHUX Ta AOCTYI;

- Hanp., 3MiHU, nooaHi 8 obsliKkogoMy 3anuci KrieHma mae rno2ooumu iHwuu
npayieHUK 00 Moeo, siK 3MiHU cmaHymb 0CmamoyYHUMU;

. AHyNIOBaHHA KOHTPOIIO;
. Po3noain oboB'a3kiB Ta PyHKLIOHANbHUIA OOCTY;

- Harnp., npauyieHUKy He 00380/19embCs rnodasamu paxyHoK i Mo200Xysamu
mou camuu paxyHOK

. KoHTponb iHTepdeiicy L]

=



TecTyBaHHA 3ax04iB KOHTPOIO Ha PIBHI NpuUKNagHol nporpamum
(Npoga.)
AK TecTtyBatu:

e 3anexHo Biag BMAYy NpuUKNagHOI Nnporpamm

« 3aNnexHo BiA4 TOro, UM NpukKnagHa nporpaMa «3 nonamui»,
4y afanToOBaHa

OCHOBHI KpOKUW TECTYBaHHS !
« [ligTBEpOXEeHHA NnapaMeTpiB KOHQIrypauii;
« [lpoBeneHHs TeCTyBaHHS yepe3 NporpaMHUM Moay/b;
« TecTyBaHHA 6e3neku AOCTYyNYy A0 PYHKLIN
KOHirypauii / napameTpiB;
« TecCcTyBaHHSA ynpasfliiHHA 3MiHaMW.



3aranbHi IT-3axoan KOHTPOJIIO

User organization OpraHi3§uiﬂ ICT

——————
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3arasbHi 3axoau
IT-KOHTpONIO
(33IK)

Po3noain
o6oB'a3kis (PO)

[lepenymoBa

bizHec npouec(n)

Py4Hi 3axoau : [MpuknagHi
KOHTPOJHO - 3axX04n KOHTPOJIO

3a/1eXXHo Big npouecy

N
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3aranbHi IT-3axoan KOHTPOIO
(ITGC) - BuaHauyeHHs

3a BU3Ha4vYeHHAM “3araneHi IT-3axoam koHTponto (ITGC) — ue 3axoau
KOHTPOIM, SKI 3aCTOCOBYHTLCA 40 YCIX KOMMNOHEHTIB, NPoLUeciB i AaHUX
cucTtemMun ansa gaHol opraHisadil abo cepenouula iHdopMaLinHNX
TexHonorin (IT). Lini ITGCs nonsaratoTb y 3abe3neyYeHHi HanexHoro
PO3BUTKY | 3aCTOCYBAHHSA NMPUKNagHUX rnporpam, a Takox He3aneXXHoCTi
nporpamu, dannis gaHnUx i KOMNKTEPHUX onepauin.”;

Lle npouecu, aki BukopuctoBye I T pyHKUiIS Anga ynpasiHHA Ta
KoHTposto IT cepegoBulla (nogn, npouecu, TEXHOIOTrIT);

3aranbHi KOHTPOnbHI 3axoaun IT 3abe3neyvyoTb BNEBHEHICTb, LLO IT:-_QQ>
npouecn YHKUIOHYTb NMOCiAOBHO B Yaci. [



HausigoMilwi 3aranbHi IT-3axXxoam KOHTPOJIIO

1. YnpasniHHa poctynom (ACC) 8. YnpaBniHHA iHppacTpykTypoto (INF)

2. YnpasniHHA 3MiHaMmu (CHA) 9. YnpasniHHA HasaBHicTO (AVA)

3. YnpasniHHA IT onepauismu (OPS) 10. YnpaBniHHA 6e3nepepsBHicTio (CTY)
4. YnpasniHHSf iHUungeHtamm (INC) 11. YnpasniHHA kKOHdiIrypauiero (CON)
5. YnpasniHHAa npo6nemamu (PRO) 12.YnpaBniHHa cnpoMoXxHicTio (CAP)
6. YnpasniHHA piBHeM obcnyrosyBaHHsA (SLM) 13. YnpasniHHa 6e3nekoto (SEC)

7. YnpasniHHS nocTtayvanbHukamm (SUP)

L JON



TecTyBaHH4A 3aranbHux IT-3axoaiB KOHTPOJIIO

- Sk HabyTn yneBHEHOCTI, WO Ui 3aX0AMn KOHTPOIIO PYHKLIOHYBanun
NOCNIAOBHUM i HAAIMHNM cnocoboM NMPoTAromM @iHAHCOBOIrO POKY, i UM B
TOMY, WO BOHU NpoAoBXaTb TaK MYHKUIOHYBaTN?

« AyauUTOPU OUIHKOKOTbL | TECTYHOTb 3arajibHi IT-3axo4m KOHTPOIO.

« Uinb: OuiHnTM An3anH i onepauinHy e@eKTUBHICTb 3aX0A4iB KOHTPOJIHO.
O EdeKTUBHICTb AU3aUHY:

v [JOKYMeHTYyBaHH4A 3arasbHuX IT-3aX0oAiB KOHTPOJIIO.

v Tlpoxoa)eHHs1 yepe3 3arasibHi IT-3axoan KOHTpoto abo 3anuT i

CMoCTepeXxXeHHs.
v OuiHKa 6yab-sKNX HeaoNiKiB An3anHy.
O OnepauiliHa ePeKTUBHICTb: -_Q:>
v TeCTyBaHHS 3aX0AiB KOHTPOJHO. :.—

v OuiHKa 6yab-sKux onepauinHux HeaoniKiB.



1. YnpasniHHsa goctyrnom (ACC)

2. YnpasniHH4 3MiHamMn (CHA)




YnpaeniHHa goctynoMm (ACC)
MexaHi3Mn KOHTpos1t0 6e3neku;

[MoTy>xHa cnctema abo IaeHTndikauis
OAHUX KOPUCTYBaYiB;

Mpoueanypwn KOHTpoOO 6e3neku;

Password

,



YnpaBniHHA AOCTYyrnoM —MexaHi3Mn KOHTPOoJ1to 6e3neku

Llinb: BusHauumTy, o noriyHmm i dismuumm pgocryn o IT
KOMN'IOTEPHUX pecypcCiB HaJIe)XKHUM UUHOM O6MeXXxeHUMN.

KnouJyoBi e21IeMEeHTU KOHTPOJIIO Ta iael AN TeCTyBaHHA:

« JlocTyn Ao KoMn'toTepHux 3acobie @iznyHo 3abesneyeHo i
obMexxeHo aBTopmn3oBaHUMKU ocobamm.

* YHiKanbHi gaHi igeHTngikauil Kopnctysadis
BMKOPUCTOBYIOTbCS ANd 3abe3nedyeHHs iHAnBiayanbHOI
BiANOBIAA/IbHOCTI

« HaginHi i cknagHi BMMorn Ao naponis

EdekTUBHI MexaHi3Mmn BXoay Ta 3axoAu 3 YNpaBniHCbKOro
ornaay 3anpoBaaXeHo

L JON



o

YnpaB/liiHHA AOCTYNOM — TUMOBI TeCTu
3axoA4iB KOHTPOJIO 3a JIOTYHMM A0CTYyMNOM

BU3HAYNUTN MHOXMHY HOBUX abo iCHYHOUMX KOPUCTYBaAYiB Ta
3pobuTn BUBIpPKY;

[lepeBipnTHU UM 4OCTYN aBTOpPU30BaHUW/BIANOBIAHWA PONi;

BU3HAYNUTN MHOXMHY KOPUCTYBAuiB, WO 3a/IUMWNAN YCTAHOBY
B X0o4i nepioay ayauTy Ta 3pobutu Bmnbipky;

OuiHnTK, 4Mn 6yB BTpauyeHnin, obMexeHnm abo ckacoBaHUI
nocTyn (XTo npueagHaBcsi, rnepeBiBCs i MiLloB)

L JON



YnpasniHHA 3MiHAMUW — ABTOPWU30BAHI 3MIHU | ﬂ@m,
~\AHEAD /-

BiANOBIAHI Nnpouenypu o

Linb: Bu3HaunTK, WO KOHTPONbHI 3aXx04Au 3anpoBaaXeHo, wob
rapaHTyBaTW HaJIeXHY aBTOpU3aLilo 3MiH Y
cuctemax/npuknagHuUx nporpaMax BignosigHUM piBHEM
KepiBHMULTBA.

Kno4oBi e/1IeMeHTU KOHTPOJIIO Ta iael AN TeCTYBaHHA:

OpraHizauig 3anposaguia opManbHUXA Npouec ynpasliHHSA
3MiHaMMu.

YcCi 3annUTn Ha 3MiHU Y CcMCTeMaxX/nNpuKiagHnxX nporpamMmax
dopManbHO AOKYMEHTYIOTbCH

AyanTOpCbKU CNifg 3MiH MOXHa BiACTEXUTU | cniBBigHECTN [0
MNepPBUHHUX 3anUTIB. :—_CQJ;




YnpaBniHHA 3MIHAGMU — TecTyBaHHS 3MiH Nporpamu

e Linb: BU3HAUYNTU, WO KOHTPOSIbHI 3aXoAn 3anpoBaaXeHo, wob
rapaHTyBaTW TEeCTyBaHHSA, NIATBEPAXEHHS | CXBasleHHA 3MiH 40
NpUKNaaHUX Nporpam i cuctem Ao 3anycky y BUpoOOHMLTBO.

e KnrouyoBi efieMeHTU KOHTPOJIO Ta iael AN TeCTYBaHHA:
e 3anpoBaj)XeHO OKpeMe Bia BUpOObHMUTBA cepenoBulle TeCTyBaHHS

e Tinbkn obMexeHa KifibKiCTb OCi6 MOBMHHA BHOCUTU 3MiHU Y
BUPOOHUUTBO. 1. Request

for Change

}\\. I\
5. Review/ L 2. Impact
Reporting Analysis

4. Implement 3. Approve/
Change Deny

Change Management Process
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